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Esteemed members of the House Financial Services Committee,

[ am honored to be testifying before you today on the critical topic of the threat to
national security posed by the use of virtual currencies. It is important to note that
the scope of the term virtual currencies extends far beyond Bitcoin and other
cryptocurrencies. These non-crypto alternative payment systems include many you
are familiar with, such as PayPal, or WesternUnion. They also include hundreds
more that you might not be familiar with such as the “dark PayPals” run by Russians
including Webmoney and PerfectMoney. I previously testified before the Senate
Judiciary Committee how the Russian QIWI system’s co-branded Visa cards were
used to purchase Facebook ads attempting to influence the 2016 US presidential
election. By orders of magnitude, the largest of these non-crypto virtual currencies
are China’s centralized virtual currencies WeChat Pay and Alipay which processed
294.6 trillion yuan (US$45.6 trillion) in 2020. This dwarfs the $15.8T in crypto-
related transactions in 2021.

By focusing only on cryptocurrencies we risk missing the forest for the trees.
Indeed, there is a thriving ecosystem of virtual currencies, mobile payment systems,
remittance systems, and stored value card systems. I define this as an ecosystem
because they are all connected through hundreds of virtual currency exchanges
willing to convert one alternative payment system for another. Anonymity or mis-
attribution thrives here, with Know-Your-Customer (KYC) practices being poorly
applied or ignored entirely, especially outside of the West.

The Alternative Payments Ecosystem provides an easy path for criminals and other
adversaries of liberal democracies to bypass the checks and balances we have
installed into the western financial system. As this non-bank system continues its
rapid growth the threat of criminality and the destabilization of our monetary
system dominance grows as well.

Thank you,

Scott Dueweke
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In 2009, Satoshi Nakamoto published a white paper describing a digital cryptocurrency called Bitcoin. Fast-
forward to a post-pandemic 2022, and the stability of the global financial ecosystem is being forced to adapt to
what has followed, as a range of virtual currencies (VCs) gain global relevance. The West's financial hegemony is
being threatened by both centralized virtual currencies (especially Chinese and Russian) and decentralized virtual
currencies (e.g., Bitcoin and other cryptocurrencies) which have exploded in popularity and viability.

These new financial systems provide a growing, increasingly viable, and capable set of interconnected non-bank
financial channels representing an Alternative Payments Ecosystem (APE). These systems may or may never
touch the legacy financial system consisting of banks and other traditional financial institutions bound together
within and across global borders through messaging networks such as the Society for Worldwide Interbank
Financial Telecommunication (SWIFT) or the Automated Clearing House (ACH). Any discussion of the APE
immediately turns to Bitcoin and other cryptocurrencies, and it's understandable why, as the financial world
seemed to change when Satoshi Nakamoto's 2009 paper was released. Yet the APE extends far beyond these
blockchain-based systems. The APE story does not begin there nor is it the only story being written.

But let's first consider what Virtual Currencies (VCs) are: digital representations of value, issued by private
developers (for now, at least), and denominated in their own unit of account. VCs can be obtained, stored,
accessed, transferred, and transacted digitally, and they can be used for whatever purpose the transacting parties
have agreed to use them. The concept of VCs covers a wider array of “currencies,” ranging from simple IOUs
of issuers (e.g., vouchers, loyalty points) and VCs backed by tangible assets (e.g., precious metals) to a national
“fiat"” currency and even cryptocurrencies. They are used for transmitting value from one party to another
without using the traditional financial system for that payment or transfer. Systems like Tether or WebMoney
may be transferring U.S. dollars (USD), Russian rubles, or gold, yet that transfer is often occurring outside of
the banking payment processing world. These systems are centralized virtual currencies (CVCs) —centralized
because an entity runs them—or decentralized virtual currencies (DVCs) like Bitcoin and other cryptocurrencies
which run themselves. These CVCs and DVCs often fall outside of any reporting requirements to western
financial regulators.

Despite the popular and policymaking focus on cryptocurrencies, the largest systems found on the APE are

not DVCs. By orders of magnitude, the largest are actually China’s CVCs which are virtual currency, mobile, or
social media payment system hybrids. No bank controls these systems, but rather large corporations. Combined,
two major companies — Tencent and Ant Group — processed 294.6 trillion yuan (US$45.6 trillion) in 827.3 billion
transactions in 2020, representing significant growth over 2019 (PYMNTS, 2021).
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Fungibility

The connective tissues for the APE are the Virtual Currency Exchangers (VCEs) that allow the trade and
exchange, often unfettered, of all of the previously mentioned VC examples. CVCs, traditional payment systems,
DVCs, and even game or esports credits can be used to purchase Bitcoins and other cryptocurrencies on the
U.S.-based Paxful.com and other Peer-to-Peer (P2P) and Over-the-Counter (OTC) exchange sites. Western
Union and other remittance systems can be exchanged for VCs on dozens, if not hundreds of VCEs. Most of
the VCEs based in the West, such as the U.S.-based Coinbase, expend great effort and expense to meet all the
requirements of being a properly certified Money Service Business (MSB). Those outside of the direct reach of
relevant regulators are not always so willing to expend the resources and effort to comply with the applicable
U.S. Patriot Act and Bank Secrecy Act (BSA) requirements.

MSBs are heavily regulated in the United States, both by federal law and by statutes in 49 of the 50 states. VCEs
are considered MSBs if they offer financial services related to cryptocurrencies such as the exchange of CVCs,
stored value cards, or the conversion of fiat currencies into digital forms—the exchange or dealing of currency or
money transmission. One of the primary reasons for this tight regulatory management of MSBs is tax collection.
Despite the IRS’ repeated attempts to thwart cryptocurrency’s use in tax evasion, which IRS Commissioner
Charles Rettig continues to attribute part of the growing US$1 trillion tax gap, the IRS is in desperate need of
assistance in the fight against tax evasion (Rappeport, 2021).

The cost of compliance and the lucrative opportunities provided by catering to those who want to be as
anonymous as possible have resulted in dozens, even hundreds, of VCEs around the world who intentionally avoid
globally accepted Know Your Customer (KYC) standards to combat financial crime. The rise in cryptocurrency use
has brought many examples of these exchanges. In 2014, Mt. Gox was the first well-known VCE, and also the
first VCE to implode through mismanagement, fraud, and criminality; its failure cost those who entrusted it with
their VCs over US$2 billion in stolen Bitcoin by today's valuations (Redman, 2022).

With the rise of the Dark Web came illicit virtual currencies. These did not start with Bitcoin, but rather, well
before the first cryptocurrency, there were illicit payment systems serving the drug trade and other illegal
enterprises online. Liberty Reserve, a CVC created in 2006, had over one million users when its offices in Costa
Rica shut down in 2013 in the first multi-national law enforcement action focused on virtual currency. Over

US$8 billion had flowed through Liberty Reserve during its 7-year run (U.S. Department of Justice, 2016). There
were other services active on the Dark Web as well in the pre-Bitcoin dark ages, most of them CVCs backed by
precious metals (the grandparents to the stablecoins of today) such as CGOLD and Pecunix. E-Gold was the best
known of these, and it operated until 2009 when it was forced by law enforcement to shut down due to charges
of money laundering. The Silk Road marketplace, selling drugs and weapons and more on the dark web, helped to
revolutionize all of this illicit use and propelled Bitcoin to be the lifeblood of the Dark Web. Well over US$1 billion
of Bitcoin was used in those transactions on Silk Road (Hern, 2020).

The commonality among these examples is that all of these systems relied on their ability to exchange fiat
money into digital “cash.” Once converted, they could often be used and traded for one another with impunity.



Before eCash and then Bitcoin, it seemed that no one was watching or that law enforcement simply did not care
as there were few direct victims of this illicit dark economy. That has changed, however, and today, there are
hundreds of cryptocurrencies, CVCs, stored value cards, Mobile Payment Services (MPS), e-vouchers, and more
that are traded on hundreds of exchanges. Some even have their own blockchain networks, such as Binance Coin
(BNB). Stablecoins and other asset-based coins backed by fiat currencies (such as Tether which uses the U.S.
dollar as its stable base) are gaining in acceptance and popularity quickly, even amongst criminals and terrorists;
the same purported stability that is attractive to the average investor is attractive to these bad actors. In contrast
to ordinary cryptocurrencies, because these are said to be pegged to the value of reserved fiat currencies, these
coins have a lower level of volatility. Some stablecoins are following the path carved out by CGOLD and Pecunix,
such as the precious metal-backed coin, ZenGold.

Types of Exchanges

1. Decentralized simply refers to the process of being free from central authoritative control and applies primarily
to cryptocurrencies. These decentralized exchanges feature:

e Noidentity verification — KYC/AML
e Non-custodial payments (payments are never in custody of a third party) — P2P [Peer-2-Peer]
e No fiat support

e Examples such as BTCPayServer, Blockonomics, MyCryptoCheckout fall in this category.

2. Centralized exchanges are run by an entity, usually a company that manages the exchange of funds and
often provides a wallet for consumer use. These are all categorized as centralized processors as they have
access to users’ funds in some form or another. They may include the presence of third-party services where an
investment vehicle holds the customer’s funds or, in more primitive (and often illegal systems), they can simply
be held by one party:

e These may be cryptocurrency only, such as Coinbase, BitPay, Coinpayments, Coingate, or Binance
e (CVCs such as QIWI or Perfect Money - or a hybrid such as WWebMoney.

KYC is the key to differentiating the basic legitimacy and legality of these systems. Those VCEs that dutifully
meet regulatory and Financial Action Task Force (FATF) guidelines in knowing with whom they are transacting
are starkly different than those who make it their business not to know. As of June 2021, FATF reported that
only 58 out of 128 reporting jurisdictions implemented revised standards (FATF, 2021) and recommended that
VCEs (FATF and the U.S. Financial Crimes Enforcement Network [FINCEN] refer to them as Virtual Asset Service
Providers [VASPs] although there is no accepted standardization) discontinue connections with companies that
operate in jurisdictions where the Travel Rule recommendation has not been implemented. However, as FATF
recommendations are not laws or regulations, they are not legally binding. Following a recent survey, just 11 % of
VASPs (Notabene, 2022) have chosen to stop transferring funds to other brokers in countries which have not yet
implemented a version of this law.
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